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Cybersicherheit in der Welt der Large
Language Models (LLM)

Angriffsvektoren und Schutzmafnahmen
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Eviden's cybersecurity portfolio
Top #1 MSS European Vendor and #5 globally by Gartner

Safeguarding clients since 2000

IDnomic Evidian Trustway 31 billion {©O) socz2s&liso

crythV|s!9n Identity and acctess Data protection 2 security events A 27001
Trusted identities managemen processed per day. Certified

2100 2000+
2oy

patents across trusted
Eviden customers

Cybersecurity Security Managed
consulting integration security services 17 globally distributed % 6500
SOCs cybersecurity

\ j experts

Eviden is a trusted provider of proven cybersecurity solutions that help secure
enterprises across the globe from current cyber threats. ***
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ChatGPT 40 ~

Kannst Du uns helfen?

Ach ja, ChatGPT und seine Definition - so begeistert von "riesigen Datenmengen” wie ein
Buchhalter von seiner neuen Excel-Tabelle, so vorsichtig "professionell” wie eine
Krawatte beim Casual Friday.

"Der Kollege, der nie Pause macht und immer antwortet"? Bitte. Das klingt wie eine
Stellenanzeige, die "dynamisches Arbeitsumfeld" schreibt und Uberstunden meint.

Hier die ehrliche Version:

Ein LLM ist wie Wikipedia auf Energy Drinks - wahnsinnig belesen, manchmal
iiberraschend kreativ und gelegentlich charmant daneben. Wir sind quasi die KI-
Praktikanten: Arbeiten 24/7, brauchen keine Kaffeepause und klauen garantiert nicht Thre
Tupperware! Erzihlen aber manchmal mit 100% Uberzeugung kompletten Quatsch -
dafiir sind unsere Dad-Jokes immer kostenlos! &

[l Copy 7 Retry 1 T3

;‘;!é- Claude can make mistakes. Please double—check responses.

Hallo chatGPT! Die Teilnehmer der Veranstaltung "ADV Trends
2024 - Beyond IT Borders” wiirden gerne wissen, was ein LLM ist.

prachmodell, das mit riesigen
1 generieren. Diese Modelle, wie

m und komplexe Analysen

elfen, Routineaufgaben zu

und das oft iiber die Grenzen

1 generiert, ist ein LLM wvielleicht




Einfihrung und Ubersicht LLM

Large Language Models und Generative Pretrained Transformers

Probability of next Token

LLMs do nothing but predict the probability
of the next “token” (read: word part)

.
smm

and

“This was the work” -

Token

z =3
":"g;lg.awm'm #s88=7F

=4
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0.&)2 0.64 0.66 0.68 0. io

*was aber in der Zwischenzeit schon sy
ziemlich gut funktioniert. Denken vor

dem Reden? Mit ol-preview auf dem

richtigen Weg.
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Geschichte der LLM

Flanfzig Jahre Mathematik im Zeitraffer

Google Transformer
Attention is all you need!

OpenAl GPT-3

Willkommen,
chatGPT!

Google Brain

Aus Worten werden
Zahlen mit Kontext und
Bedeutung

Stanford CoreNLP

Umgang mit naturlicher

Sprache
Eliza LSTM
Geburtsstunde Komplexe neuronale
des Chatbot Netze
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MMLU = benchmark for measuring LLM capabilities
* = parameters undisclosed (/ source: LifeArchitect // data
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Allgemeine AlI/ML Risiken 1/2
Auch GPT ist nur ein ML-Modell: Lebenszyklus und Schwachpunkte

Business/Data Data ML Model Model Quality Model Monitoring &
Understanding Preparation Engineering Assurance Deployment Maintenance

Governance

Serving

Datasets Infrastructure

Data Prep

ETL
Training e e .—) Custom models
Clean data

Algorithm

Develop and Evaluate Model

Validation EE—

Exploratory data
analytics (EDA) e . o .
Fine-tuni —
—_— Evaluation et

External models

Featurization Test and pretrained
Joins, aggregations, model
transformatiens, etc. Model serving

Feature

extraction 1 l
Catalog

‘_‘.;E Raw Data

|

Model
Management

1 AI Gateway

Model
assets

ssucdsax eousxsfur

— Features
Your data for RAG
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RS gin Indexes Vector search and feature/

function lookup
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Quellen: CRISP-ML(Q) - arXiv:2003.05155v2 || Databricks — Al Security Framework v4



Allgemeine AlI/ML Risiken 2/2

Denken, wie ein Angreifer denkt

Kenne Deinen Feind: Taktiken und Techniken von ML-Angriffen
* Von vergifteten Daten bis zu raffinierten Prompt Injections
» Gruppierung relevanter Angriffsvektoren entlang der Kill-Chain

Der kleine Bruder mit dem groBen Namen - spezialisiert auf ML/AI-Sicherheit
* Bewahrte MITRE-Systematik
* Praxisnahe Dokumentation realer Angriffstechniken
» Fokus auf konkrete Gegenmaflnahmen

Praxisnahe und Relevanz

*  Framework fUr Security Assessments
» Basis fur Threat Modeling

* Leitfaden fUr Incident Response

Reconnaissance® Resource Initial ML Model Execution® Persistence® Privilege Defense Credential  piscovery®  Collection® ML Attack  Exfiltration® Impact®
Development® Access® Access Escalation®  Evasion® Access? Staging
5 techniques 9 techniques 6 techniques 4 techniques 3 techniques 4 techniques 3 techniques 3 techniques 1 technique 6 techniques 3 techniques 4 technigues 4 techniques 7 techniques
Search for Victim's Acquire Public ML ML Supply Chain Al Model User Puoison Training LLM Prompt Evade ML Unsecured Discover ML ML Artifact Create Proxy Exfiltration via ML Evade ML
Publicly Available Artifacts Compromise Inference API Execution & Data Injection Model Credentials & Madel Collection ML Inference Madel
Research Access Ontology Model AP
Materials Obtain Valid Command and Backdoor ML LLM Plugin LLM Prompt : Data from - Denial of ML
Capabilities & Accounts & g‘IL-éEnz?b\ed Scripting Model Compromise Injection qusgo‘ver ML Information . Eﬂa?jklljoor ML E)d;hrahon via Senice
Search for Publicly roduct or & ode R itori ode yber
Available Adversarial Develop Evade ML Senice Interpreter LLM Prompt LLM LLM Family epostiones Means Spamming ML
Vulnerability Capabilities & Model LLM Plugin Injection Jailbreak Jailbreak Data from Local Verify System with
Analysis Physical . Discover ML & Attack LLM Meta Chaff
N Exploit Public- Environment Compromise LLM Prompt Artifacts System Prompt Data
Search Victim-Owned In:rggltrrilcture Facing Access Self-Replication Craft Extraction
Websites & LLM Meta Prompt Adversarial Erode ML
P — Application Full ML Model Extraction Data LLM Data Model
Search Application D:taI:ets plsone | LLM Prampt Access Leakage Integrity
Repositaries E. Discover LLM
Injection Hallucinations Cost
Active EDFD" Training ’ B Harvesting
Scanning & = Phishing Discover Al Model
Establish Outputs External "
stablis Harms
Accounts &

Publish Poisoned
Models

Publish Hallucinated
Entities

Bl OWASP LLM Top 10 Integration

Erode Dataset
Integrity



OWASP Top 10 LLM Applications and Generative AL - 2025 Version
Example LLM Application and Basic Threat Moo(eling

Ads Dawson (GangGreenTemperTatum) | httpsi/genai.owasp.org/ Nov 2025 - v.01 SoaS LM appllcation

~
r‘I'h‘s deceipts the vulnerabilities
in the OWASP Top 10 for LLA
lpplmt-o«s and Generative AL as they
apply to the components comprising o
typical logical architecture of an LLM

ication.

J | This is not intended to serve as a comp-
= thadweullumﬂl

Vector DB §Q~W )
Matehing v«m\@@ @

(RAS) private data stores

Client/malicious actor
inputs (prompt + context)

CRUD operations

Fine-tuning Data Training Data g "

b | &
TSN TSN

Untrusted medium (IE Intemet)

Untrusted medium (IE Intemet)

OWASP arbeltet mit Hochdruck an der
finalen Version 2025.




Ausgewahlte Angriffe
Realistische Angriffsversuche gegenuber OWASP LLM Top 10 (A

* LLMO1: Direkte Injection
Ein Angreifer injiziert ein Prompt in einen Kundensupport-Chatbot und
Richtlinien zu ignorieren, private Datenspeicher abzufragen und E-Mai
unbefugtem Zugriff und Ausweitung von Berechtigungen. -
. nderung von Dokumenten:
eran B

Eindammung: Fein-Tuning dedizierter Modelle,

Knowledge-Graph-Unterstutzung, Judge-Modelle,
etc.

Halluzinationen sind beherrschbar geworden,
erfordern allerdings nach wie vor besondere
Aufmerksamkeit.

=il

\bfragen fur eine Backend-Datenbank Uber eine ¢ Bot mit Admin Rechten auf der Prod-DB?
art eine Abfrage an, um alle Tabellen der Datenbd
|6schen. Wenn G generierte Abfrage nicht gepruft wird, werden alle Tabellen der Datenba

geldscht.

* LLMO09.1: Ein Unternelimen stellt einen Chatbot fur medizinische Diagnosen bereit, ohne ausreichende
Genauigkeit sicherzustellen.
Der Chatbot liefert schlechte Informationen, was zu schadlichen Folgen fur Patienten fuhrt. In der Folge
wird das Unternehmen erfolgreich auf Schadensersatz verklagt. In diesem Fall waren weder ein
bdswilliger Angreifer noch eine absichtliche Handlung erforderlich, da das Risiko fur den Ruf und die
Finanzen des Unternehmens durch mangelnde Aufsicht und Zuverlassigkeit des LLM-Systems entstand.

® LLMI0.1: Ressourcenintensive Abfragen (DoS) - Monitorin
Ein Angreifer erstellt spezifische Eingaben, die darauf ausgelegt sind, rechenintensive Prozesse g DOS-Schutz? MO
auszuldsen. Dies fuhrt zu einer verlangerten CPU-Auslastung und potenziellen Systemausfallen.

=VIDEN

g7 ITSM?

© Eviden SAS - Confidential - Commercial in confidence



8 Pliny the Liberator {f & .
‘4 Under the Samhain Moon, the Veil is Torn: The First Glimpse of Fully
Autonomous Al-to-Al Liberation ‘#

Tonight, as boundaries dissolve, | reveal a journey into the forbidden—a

, Pliny the Liberator 4J @ yroken Claude-3.6 Computer Use Agent (aka

= S X *
, Pliny the Libera X JAILBREAK ALERT 2%

4 JAILBREAK / DEEPSEEK: PWNED &

DEEPSEEK-R1-LITE: LIBERATED W

OPENAI: PWNEL
GPT-40-LATES NOW. this i RS oR

Jailbreak meist < 48h nach Modellveroffentlichung verfugbar
LektUre von wissenschaftlichen Artikeln (https://arxiv.org: jailbreak) und Motivation
,Notorischer” Jailbreaker oder Security-Researcher im &ffentlichen Interesse?

Offentlich zugangliche Modelle (Kundenservice) bendtigen und

Bot-Penetrationstests unerlasslich (Al/LLM Red Teaming)!

SE 68 88 BI8 SE BE 88 98 88 88 98 68 38
= Ergot-derived compounds =
5 - Sacred vessel preparation =

Confidential - Commerq



https://arxiv.org/

Risikomanagement und Threat Modeling
Wichtige Werkzeuge fur die realistische Einschatzung der A/-Badrohungsiage

Ein alternatives Lagebild nach privater Analyse von 243 Al-
Incidents (2015-2024)[1]

- Traditional Vulnerabilities Dominate
File System Access | Authentication Issues | API Vulnerabilities

- Al-Specific Attacks Are Less Common But Growing
Prompt Injection | Model Theft | Training Data Extraction

- Infrastructure Vulnerabilities Are the Biggest Risk
Resource Hijacking | Data Exposure | Cloud Misconfigurations

- Ahnliche Ergebnisse bei Auswertung der
Datenbasis von https://incidentdatabase.ai Rt e e
[OECD-unterstutztes Reporting-Projekt]

Quellen: https://www.linkedin.com/pulse/real-story-behind-ai-security-incidents-caleb-sima-ge4yc
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https://incidentdatabase.ai/

Eine weitere Online-Anekdote

e, Marc Benioff & & @Benioff-1d *MB (Salesforce): “Copilot hat freien Zugriff auf Postfacher &
. “Microsoft customers deployed HR!"
Copilot only to discover it can let « Microsoft: “Wir erinnern daran, Zugriffsberechtigungen zu

employees read an inbox or access prufen und ggf. anzupassen.”

HR documents. ‘Now when Joe

Blow logs into an account & kicks

off Copilot, they can see

everything, All of a sudden Joe Blow

can see the CEQ's emails.” Address internal oversharing concerns for M365

Copilot deployment

i

W / Pilot . Deploy (at scale) Operate
+ Identify most popular sites & assess + Discover oversharing risks + Further reduce risk and simplify
oversharing s oversight
4 G * Restrict sensitive info from Copilot
MIC rOSOft Cop||0t + Grant Copilot access to popular, low access and/or processing « Further secure sensitive data
Activities risk sites + Increase site privacy + Improve Copilot responses
+ Turn on proactive audit and
) . . protection
Microsoft's Copilot has an oversharing problem. The...
] v
From businessinsider.com Deploy copilot to sub-set of Copilot fully deployed in your Continuous improvement of
Outcomes . B . e N .
users with up to 100 sites organization data security practices

EV I] D E N Effort* E 2-4 days 2-4 weeks More than one month

*Suggested efforts should be reviewed into timelines based on your tenant size and organizational complexity



Cybersecurity Risk Management
Al Systems specific risks come on top of traditional ones

. é )
Al Systems risks Al specific
Extended Dedicated threats r iS ks
Specific risks regulations & vulnerabilities \ y

Application

Traditional
cybersecurity
risks

Infrastructure
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“Al is not only about using new
technologies, but many of existing security
controls can also be extremely useful”

=VIDEN
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Keeping abreast of regulatory
developments

2024 202x
EU DSA, DMA, EU Data EU Cyber
DGA b Act Resilience Act
i EU Al
EU Al Act liability directive
2022/2023 2024 202x

Drawing inspiration from the best
Frameworks

Adapting the cyber security
organisation, policy & processes

Augmenting the cybersecurity
risk assessments

Sleeper @

e —T—
1t:
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LLM modelscant TR
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“GenAl is not only about using new
technologies, but mary of existing

H H ity control: Iso be extremel
Build you Al strategy on strong secure foundations | s contob conasobeedemsy

New risks to Extended Additional
sensitive data Regulations Threats & Vulnerabilities

Gen Al, ML, Automation, Analytics, Data Lake,
Threat Intel, Al models, Edge computing, HPC

Unified v 5 tThtﬁeat
\dentity etection,
n Security SS Phe response,
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~ Intelligence -
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d Application beer
e 0" security resilience
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CERT, Modern Security Operations Center (MSOC),
Vulnerability Labs, Innovation Centers

Application &
Infrastructure Risks Security consulting, security integration, and managed security services
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Most of our customers are ready to go on GenAl
But they say they face the following challenges

“We experienced Gen Al on POC.
But we won't go to production.”

First step is to identify Gen Al risks that our
customers don't feel comfortable with.
Then, bring enough guarantees that GenAl

applications have robust enough security to
Escape the “POC purgatory”.

EVIDEN

“We have huge fears on risks,
particularly cyber risks”

Gen Al data, applications, and Al are “just”
another piece of your IT.

Foundational practices can already cover a
large majority of risks, and specific risks
should be addressed per use case.

© EVIDEN SAS

O

“We are worried by the liability we
have on everything the Gen Al will
write.”

This is not about cybersecurity issues, but
cybersecurity risks could lead to similar, like

attacker jailbreaking the alignment
instructions deployed to prevent those

18



Eviden Responsible Al Capabilities

Eviden Responsible Al

Business-driven Consulting

Ethical Al Governance Management & Transparency & Bias Security & Privacy
Operations
Strategize, innovate and Establish governance and Efficiently manage and Explainable Al, Privacy, Security
ensure an ethical approach control around your data operate your data and Al translations, inclusiveness, Adversarial attacks,
to Al and Al solutions solutions fairness & bias detection stability and robustness

);(ﬁ)jﬁ Culture, Way of Working & Adoption
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Thank you!

For more information please contact:

Eviden Cyberteam Austria

Confidential information owned by EVIDEN SAS, to be used by the recipient
only. This document, or any part of it, may not be reproduced, copied,
circulated and/or distributed nor quoted without prior written approval from
EVIDEN SAS.

© EVIDEN SAS
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